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How to Know You’ve Been Hacked
Overview

Just like driving a car, sooner or later you may have an accident no matter how great a driver you are.
Below are clues to help figure out if you have been hacked and, if so, what to do. The sooner you identify
something bad has happened, the more likely you can fix the problem.

Clues You Have Been Hacked

n Your anti-virus program generates an alert that your system is infected. Make sure it is your anti-virus
software generating the alert, and not a pop-up window from a website trying to fool you into calling a
number or installing something else. Not sure? Open your anti-virus program.
n You get a pop-up window saying your computer has been encrypted and you have to pay a ransom to
get your files back.
n Your browser is taking you to all sorts of websites that you did not want to go to.
n Your computer or applications are constantly crashing or there are icons for unknown apps or strange
windows popping up.
n Your password no longer works even though you know it is correct.
n Friends ask you why you are spamming them with emails that you know you never sent.
n There are charges to your credit card or withdrawals from your bank account you never made.

How to Respond

If you suspect you have been hacked, the sooner you act the better. If the hack is work related, do not try
to fix the problem yourself; instead, report it immediately. If it is a personal system or account that has been
hacked, here are some steps you can take:
n Change Your Passwords: This includes not only changing the passwords on your computers and mobile
devices, but for your online accounts. Do not use the hacked computer to change your passwords; use a
different system that you know is secure. If you have a lot of accounts, start with the most important ones
first. Can’t keep track of all your passwords? Use a password manager.
n Financial: For issues with your credit card or any financial accounts, call your bank or credit card
company right away. Use a trusted phone number to call them, such as from the back of your bank card,
your financial statements, or visit their website from a trusted computer. In addition, consider putting a
credit freeze on your credit files.
n Anti-virus: If your anti-virus software informs you of an infected file, follow the actions it recommends.
Most anti-virus software will have links you can follow to learn more about the specific infection.
n Reinstalling: If you are unable to fix an infected computer or you want to be sure your system is safe,
reinstall the operating system. Do not reinstall from backups; instead, backups should only be used for
recovering your personal files. If you feel uncomfortable rebuilding, consider using a professional service
to help you. Or, if your computer or device is old, it may be easier to purchase a new one. Finally, once you
have rebuilt your system or purchased a new one, make sure it is updated and enable automatic updating
whenever possible.
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n Backups: A key step to protecting yourself is to prepare ahead of time with regular backups. Many
solutions will automatically back up your files daily or hourly. Regardless of which solution you use,
periodically check that you are able to restore those files. Quite often, recovering your data backups is the
only way you can recover from being hacked.
n Law Enforcement: If you feel in any way threatened, report the incident to local law enforcement. If you
are the victim of identity theft and are based in the United States, then visit https://www.identitytheft.gov.
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The information provided in the monthly newsletter is intended to increase the security awareness of an organization’s end
users and to help them behave in a more secure manner within their work environment. While some of the tips may relate to
maintaining a home computer, the increased awareness is intended to help improve the organization’s overall information
security posture. Mason’s IT Security Office brings you this information, produced by OUCH!, The SANS Securing The
Human Program, The SANS Institute, 2018.

